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Jamie L. Forshey

From: Michael W. Lingenfelter
Sent: Wednesday, November 23, 2011 2:30 PM
To: Jamie L. Forshey
Subject: FW: WSUS: New Update(s) Alert From WSUS

 

 

From: Administrator@blwd.k12.pa.us [mailto:Administrator@blwd.k12.pa.us]  

Sent: Wednesday, November 16, 2011 3:50 PM 

Subject: WSUS: New Update(s) Alert From WSUS 

 

New Update Alert 

The following 6799 new updates have been synchronized to WSUS since Wednesday, November 16, 2011 5:29 

PM (GMT). 

Critical and Security Updates 

Critical Update, November 19, 2001 
This update resolves the "You May Lose Data or Program Settings After Reinstalling, Repairing, or Upgrading 

Windows XP" issue in Windows XP, and is discussed in Microsoft Knowledge Base (KB) Article Q312369. If 

you upgrade, reinstall, or repair the version of Windows XP that was preinstalled by a computer manufacturer, 

in some cases, you might lose data or program settings. Download now to ensure that you do not lose data or 

settings in Windows XP. 

Remote Assistance Connection 
This update resolves the "Cannot Establish a Remote Assistance Connection" issue in Windows XP, and is 

discussed in Microsoft Knowledge Base (KB) Article 311889. When you try to establish a Remote Assistance 

session, you might receive an error message, and be unable to start a Remote Assistance session. Download 

now to ensure that you can establish a Remote Assistance session successfully. This item has been updated 

since it was released in October, 2001. If you have already installed this item, it is not necessary to reinstall it. 

Security Update, December 17, 2001 
This update resolves the "Unchecked Buffer in Universal Plug and Play Can Lead to System Compromise" 

security vulnerability in Windows XP. Download now to help prevent a malicious user from compromising 

your computer or using your computer to compromise another computer's functionality. 

Critical Update, February 10, 2002 
This update addresses the "Stop 0xED on mounting volume on IDE drives" issue in Windows XP, and is 

discussed in Microsoft Knowledge Base (KB) Article Q315403. Download now to resolve an issue affecting 

computers with IDE hard drives with caching enabled, that prevents the chkdsk.exe utility from running when 

your computer restarts. 

Security Update, February 12, 2002 
This update resolves the "Unchecked Buffer in SNMP Service Could Enable Arbitrary Code to be Run" security 

vulnerability in Windows XP, and is discussed in Microsoft Security Bulletin MS02-006. Download now to 

help prevent a malicious user from running code of his or her choice or launching a denial of service (DoS) 

attack on your computer. 
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System Recovered Error Message Update 
This update addresses the "'System has recovered from a serious error' message appears after every reboot" 

issue in Windows XP, and is discussed in Microsoft Knowledge Base (KB) Article Q317277. Download now to 

prevent the error message "System has recovered from a serious error" from appearing each time your computer 

starts. 

Security Update, February 13, 2002 (MSXML 4.0) 
This update resolves the "XMLHTTP Control Can Allow Access to Local Files" security vulnerability in 

Microsoft XML (MSXML) 4.0 and is discussed in Microsoft Security Bulletin MS02-008. Download now to 

help prevent a malicious user from reading the files on your computer when you visit a specially malformed 

Web site. 

Q329048: Security Update 
This update resolves the "Unchecked Buffer in File Decompression Functions" security vulnerability in 

Windows XP. Download now to help prevent a specially malformed file from causing unauthorized code to run 

on your computer. 

Security Update (326886) 
This update resolves the "Flaw in Network Connection Manager" security vulnerability in Windows 2000. 

Download now to help prevent a malicious user from gaining elevated privileges through the Network 

Connection Manager, and then running code of his or her choice on your computer. 

Q324096: Security Update (Windows XP) 
This update resolves the "Buffer Overrun in SmartHTML Interpreter Could Allow Code Execution" 

vulnerability in Windows XP. Download now to eliminate a vulnerability of moderate severity in the Front 

Page 2000 Server Extensions for Microsoft Office. 

Q327696: Internet Information Services Security Roll-up Package 
This update addresses several newly discovered security vulnerabilities affecting Internet Information Services 

(IIS) 5.1 with Windows XP Professional, as well as incorporating all previous updates for IIS. Download now 

help protect the security of your computer. 

Q329414: Security Update (MDAC 2.5) 
This security update applies to a component of Windows known as the Microsoft Data Access Component 

(MDAC). Please install now to help protect your Windows-based computer. For more information, read the 

associated Microsoft Security Bulletin at http://www.microsoft.com/security. 

Q329414: Security Update (MDAC 2.6) 
This security update applies to a component of Windows known as the Microsoft Data Access Component 

(MDAC). Please install now to help protect your Windows-based computer. For more information, read the 

associated Microsoft Security Bulletin at http://www.microsoft.com/security. 

Security Update, February 13, 2002 (MSXML 3.0) 
This update resolves the "XMLHTTP Control Can Allow Access to Local Files" security vulnerability in 

Microsoft XML (MSXML) 3.0 and is discussed in Microsoft Security Bulletin MS02-006. Download now to 

help prevent a malicious user from reading the files on your computer when you visit a specially malformed 

Web site. 

Q329390: Security Update 
An identified security vulnerability in Windows XP could enable an attacker to compromise a user's 
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Microsoft® Windows®-based computer and gain complete control over it, if the user visited the attacker's web 

site or took other, less likely, actions. You can help protect your computer from this and other identified 

security concerns by installing this update. After you install this item, you may have to restart your computer. 

Q329553: Critical Update (Windows 2000) 
Because of code changes and improvements to Windows Update, you may be unable to obtain the latest device 

driver updates using Windows Device Manager and Add Printer Wizard components. To resolve this issue, you 

must update the Code Download Manager (CDM), a component on your computer that interacts with Windows 

Update. Download now to get the latest version of CDM. After you install this item, you may have to restart 

your computer. 

Q329115: Security Update (Windows XP) 
This update resolves the "Certificate Validation Flaw Could Enable Identity Spoofing" vulnerability in 

Windows XP. Download now to help prevent an attacker from attempting identity spoofing using certificates. 

After you install this item, you may have to restart your computer. 

Q328310: Security Update (Windows 2000) 
A security vulnerability has been identified that could allow an attacker to compromise a Windows-based 

computer and gain complete control over it. The attacker would need the ability to log onto the computer to 

carry out an attack. You can help protect your computer from this specific vulnerability by installing this update 

from Microsoft. After you install this update, you may have to restart your computer. 

811630: Critical Update (Windows XP) 
This update enables applications to access HTML Help in a new, restricted mode. Future updates of Internet 

Explorer require this new capability. Download now to ensure that Internet Explorer can properly display 

HTML Help in HTML pages. 

810577: Security Update 
A security issue has been identified that could allow an attacker to compromise a computer running Microsoft(r) 

Windows(r) XP and gain control over it. To attempt an attack, the attacker would have to be able to log on to 

the computer. You can help protect your computer by installing this update from Microsoft. After you install 

this item, you may have to restart your computer. 

814033: Critical Update 
This update addresses the "Offered driver may not install using Windows Update" issue in Windows XP, and is 

discussed in Microsoft Knowledge Base (KB) Article 814033. Download now so you can download drivers that 

Windows Update offers. After installing this update, you may have to restart your computer. 

813951: Update for Internet Explorer 6 SP1 
This update fixes an issue caused by Internet Explorer security patch 810847 that can cause authentication 

issues in Internet Explorer. Download now to avoid continuous authentication requests. After installing this 

item, you may have to restart your computer. Once you install this update, it cannot be removed. 

814078: Security Update (Microsoft Jscript version 5.1, Windows 2000) 
A security issue has been identified that could allow an attacker to run programs on a computer running 

Microsoft® Windows®. The attacker would first have to send you an e-mail message or entice you into visiting 

a malicious Web site. You can help protect your computer by installing this update from Microsoft. After you 

install this item, you may have to restart your computer. Once you have installed this item, it cannot be 

removed. 


